ANLEN JEBAN

Motivated Computer Science student
. 7806889962 anlenjeban7@gmail.com @ https://www.linkedin.com/in/anlen @ https://github.com/Anlen @ Website
Q Chennai, India

PROFESSIONAL SUMMARY

Motivated Computer Science student specializing in cybersecurity and software development. Proficient in Python, Linux, and Nmap, with a strong

emphasis on web penetration testing, Active Directory, and network analysis. Skilled in threat detection, vulnerability assessment, and applying
analytical problem-solving abilities to secure and defend complex environments.

EDUCATIONS

Sathyabama Institute of Science and Technology Aug 2022 - May 2026
Bachelor's in Computer Science and Engineering CGP : 7.00
PROJECTS

TMAP: NETWORK RECONNAISSANCE A PORT SCANNING FRAMEWORK | () Github Jan 2026

Tmap enhances the network discovery phase by executing rapid scans for open ports and integrating targets into a comprehensive deep enumeration

engine. It replaces manual input with an intuitive, interactive terminal interface.

o Engineered an interactive network discovery framework with an intuitive terminal UI, reducing initial reconnaissance time by over 30% compared to
manual command-line inputs.

¢ Automated smart port parsing and deep enumeration workflows across 1,000+ potential ports, systematically extracting OS guesses, NSE vulnerability
scripts, and SSH keys.

¢ Streamlined deployment by architecting a zero-dependency architecture, enabling 1-click setup via a native bash installer.

Technologies / Tools Used : linux, python, nmap, shell, network

SHADOW AI — CYBERSECURITY PENTESTING ASSISTANT | A Vercel Jun 2026

Developed a full-stack, AI-powered platform that combines a Matrix-themed professional portfolio with a real-time cybersecurity assistant chatbot. Key

features include a live penetration testing chatbot that retains full session context, automated professional report generation from conversation history,

exploit development guidance, and vulnerability analysis, all powered by real-time LLM integration via the OpenRouter API. Automated Penetration

Testing Workflow significantly reduces post-engagement reporting time by 80% by eliminating manual documentation through full session context

recording and auto-generating professional security reports that include extracted findings, tools used, and remediation recommendations.

e Al-Powered Security Guidance delivers real-time expert assistance for vulnerability assessment, exploit development, and privilege escalation
techniques, facilitating faster decision-making during security engagements.

o Intelligent Session Intelligence utilizes LLM-based context retention to track all commands, target data, and vulnerability classes discussed, compiling
structured penetration test reports without manual data entry.

e Modern Full-Stack Architecture designed with Next.js 14, TypeScript, and Tailwind CSS, featuring real-time API integration via OpenRouter,
serverless deployment on Vercel, and a custom Matrix-themed interface that showcases frontend engineering and API development skills.

Technologies / Tools Used : Python, FastAPI, OpenRouter API, Vercel, Next.js 14, TypeScript, Tailwind CSS

CERTIFICATIONS

¢ Certified Red Team Analyst (CRTA) - Cyberwarfare Lab

e Certified Active Directory Red Team Specialist (AD-RTS) - Cyberwarfare Lab

¢ Fundamentals of Encryption & Quantum Safe Techniques - IBM

¢ Red Hat Certified System Administrator - Virtual Instructor-Led Training, Chennai

e Python Programmer - NICEDT, Kanniya Kumari

SKILLS

Databases : MySQL

Frameworks & Libraries : Metasploit Framework, Burp Suite, Gobuster, Hashcat, cURL, Evil-WinRM, John the Ripper
Languages : Tamil, English

Programming Languages : Python, SQL

Soft Skills : Cybersecurity, Networks, Teamwork, Communication, Decision Making, Problem Solving
Tools & Platforms : Nmap, Git, GitHub, Linux, VS code, CI/CD

AWARDS & ACHIEVEMENTS

CyLab Mar 2025

Capture The Flag (CTF) Challenges — CyLab Security Academy
e Completed over 55 CTF challenges at CyLab Security Academy, demonstrating expertise in Cryptography, Forensics, and Web Exploitation.

o Utilized analytical skills to tackle security challenges, building a strong foundation in penetration testing and vulnerability assessment.
Proof: CyLab Anlen

Secured 8th position in CloudSEK Hiring CTF 2026 among global participants. Aug 2026
CloudSEK

Successfully exploited OSINT and Web Application vulnerabilities across multiple challenges, including pivoting from a leaked username to an email via
GitHub API and executing a Host Header Injection attack for full admin account takeover. Demonstrated expertise in reconnaissance, JWT analysis, API
fuzzing, XXE testing, and attack surface enumeration. Published a detailed writeup on Medium documenting the full exploitation methodology and

vulnerability analysis.https://medium.com/@anlenjeban7/cloud-sek-ctf-2026-56a8e24508eb
Published Cybersecurity Research Writer — Medium Jun 2026

e Published HackTheBox Oopsie Walkthrough on Medium, analyzing OWASP Top 10 vulnerabilities (IDOR, File Upload, SUID PATH Hijacking)
and offering effective remediation strategies medium.com/@anlenjeban7.
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